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1. Purpose
City Skills is committed to protecting the personal data of apprentices, employees, employers, and suppliers. This policy outlines the procedures in place to ensure compliance with the UK General Data Protection Regulation (UK GDPR) and the Data Protection Act 2018 while safeguarding the rights of data subjects.
2. Legal Framework
City Skills adheres to the following legislation:
· UK GDPR – Governs the collection, processing, and storage of personal data.
· Data Protection Act 2018 – Supplements UK GDPR with additional provisions.
· Computer Misuse Act 1990 – Protects against unauthorised access to data.
· Privacy and Electronic Communications Regulations (PECR) – Governs electronic marketing and cookies.
All personal data must be processed lawfully, fairly, and transparently; ensuring accuracy, security, and accountability.
3. Roles and Responsibilities
· Data Subjects
Individuals whose data is collected and processed by City Skills. They have the right to:
· Access their data.
· Rectify inaccurate data.
· Request deletion (Right to be Forgotten).
· Restrict or object to processing.
· Data portability for transfer between service providers.


· Data Controller (City Skills)
Responsible for determining the purpose and means of data processing, ensuring compliance with legal obligations, and maintaining secure and lawful processing practices.
· Data Processors
Third parties processing data on behalf of City Skills must adhere to strict contractual obligations ensuring compliance with UK GDPR.
· Employees
All employees handling personal data are responsible for:
· Ensuring data security and confidentiality.
· Following internal procedures and best practices.
· Reporting any data breaches immediately.
4. Data Protection Measures
Confidentiality, Integrity, and Availability
To protect data, City Skills implements:
· Encryption for sensitive data.
· Secure access controls (password protection, multi-factor authentication).
· Firewall and malware protection.
· Regular data backups to prevent loss.
Compliance with Data Subjects’ Rights
· Privacy notices are provided at data collection points.
· Data subjects can request access, rectification, or deletion via a designated process.
· Consent-based processing follows principles of active, informed, and freely given consent.
International Data Transfers
· Personal data will only be transferred outside the UK where adequate safeguards (e.g., Standard Contractual Clauses, Data Adequacy Decisions) are in place.
· Third-party processors must demonstrate compliance with UK GDPR requirements.
Data Retention and Disposal
· Personal data will be retained only for as long as necessary.
· Secure disposal methods (shredding, digital wiping) will be applied to outdated data.

Breach Notification and Incident Management
· Data breaches must be reported immediately.
· Breaches with potential risk to individuals’ rights will be reported to the Information Commissioner’s Office (ICO) within 72 hours.
· Affected individuals will be notified where required.
Regular Testing and Auditing
· City Skills will conduct regular audits to assess data protection compliance.
· Data security measures will be tested for effectiveness, including vulnerability assessments and penetration testing.
5. Conclusion
City Skills is dedicated to maintaining the highest standards of data protection and ensuring compliance with UK GDPR and other relevant regulations. This policy outlines our commitment to safeguarding personal data through robust security measures, employee training, and continuous evaluation of our data protection practices.
To stay abreast of changes, it is recommended to monitor changes with the Cyber Security and Resilience measures to update the Network and Information Security Regulations 2018 and enhance cybersecurity measures. Consider Data access and encryption policies. 
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City Skills will maintain appropriate technical and organisational measures to protect information systems and personal data, including cyber security controls, access management, secure disposal procedures, and staff awareness training.
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